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NOTICE OF A MEETING
REGIONAL INFORMATION & DATA GROUP
MID-OHIO REGIONAL PLANNING COMMISSION
REMOTE MEETING
July 22, 2020, 2:30 pm — 5:00 pm

AGENDA
1. Welcome & Meeting Instructions
2. 2020 Census Update
3. COVID-19 Economic Outlook
4. Census Differential Privacy Presentations
5. Break / Networking in Breakout Rooms

6. Breakout Sessions

o #1 Breakout Session - Census Data: Best Practices Exchange
Join Microsoft Teams Meeting

e #2 Breakout Session - Census Differential Privacy: Where Do We Go From
Here?

Join Microsoft Teams Meeting

e #3 Breakout Session - Economic Impact of COVID-19
Join Microsoft Teams Meeting

7. Report Out From Breakout Sessions
8. Closing Remarks
9. Adjourn

Please notify Lynn Kaufman at 614-233-4189 or LKaufman@morpc.org to confirm your
attendance for this meeting or if you require special assistance.

The Next Meeting of the Regional Information & Data Group
will be in November 2020.
111 Liberty Street, Suite 100, Columbus, Ohio 43215

William Murdock, AICP Karen J. Angelou Erik J. Janas Chris Amorose Groomes
Executive Director Chair Vice Chair Secretary


https://teams.microsoft.com/l/meetup-join/19%3ameeting_YTk4Y2VkYTQtNTBkMi00MWZjLWJhYTAtZjRiMTNmMGM1NjYz%40thread.v2/0?context=%7b%22Tid%22%3a%22d225c0aa-f4a0-4925-bc81-eaff87943970%22%2c%22Oid%22%3a%224fea72bf-8d98-4860-9bf0-4a464152f4a6%22%7d
https://teams.microsoft.com/l/meetup-join/19%3ameeting_ODQ0OTljOGUtYjkxMy00YjVkLWE4M2YtYmZlZjA2MzU4YWIw%40thread.v2/0?context=%7b%22Tid%22%3a%22d225c0aa-f4a0-4925-bc81-eaff87943970%22%2c%22Oid%22%3a%224fea72bf-8d98-4860-9bf0-4a464152f4a6%22%7d
https://teams.microsoft.com/l/meetup-join/19%3ameeting_OWVjOTdkMDUtMmZmZi00MWFiLWFjNDktYjU0ZGJkNTBmNzAz%40thread.v2/0?context=%7b%22Tid%22%3a%22d225c0aa-f4a0-4925-bc81-eaff87943970%22%2c%22Oid%22%3a%224fea72bf-8d98-4860-9bf0-4a464152f4a6%22%7d

egionomics’

From Trends to Insight to Action

Central Ohio Economic Update

Regional Information and Data Group
July 22,2020

Bill LaFayette, Ph.D., owner, Regionomics® LLC




Payroll employment

Total Employment Growth - Columbus MSA, Ohio, and U.S.

Jan. 2010 - June 2020
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Recession employment changes

Peak to Trough, Trough to Current, and Net Payroll Employment Changes
Feb .-June 2020
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Weekly unemployment claims

Initial and Continuing Claims as a Percentage of 2019 Labor Force
Not Seasonally Adjusted
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Unemployment rates

Unemployment Rates, Columbus MSA, Ohio and U.S.

Jan. 2015 - June 2020
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Labor force and employment

Labor Force and Employment, Columbus MSA

Jan. 2015 - June 2020
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Consumer sentiment

ty of Michigan Consumer Sentiment Index
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Thank you!

egionomics’

From Trends to Insight to Action

Bill LaFayette, Ph.D.

(614) 654.2151
www.regionomicsllc.com
www.facebook.com/Regionomics
www.linkedin.com/company/regionomics-llc



Differential Privacy and the
2020 Decennial Census

Michael Hawes
Senior Advisor for Data Access and Privacy

Research and Methodology Directorate
U.S. Census Bureau

Regional Information and Data Group
July 22, 2020
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Our Commitment to Data
Stewardship

Data stewardship is central to the Census Bureau’s
mission to produce high-quality statistics about the
people and economy of the United States.

Our commitment to protect the privacy of our
respondents and the confidentiality of their data is
both a legal obligation and a core component of our
institutional culture.
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It’s the Law

“To stimulate public cooperation necessary for an accurate census...Congress has provided assurances
that information furnished by individuals is to be treated as confidential. Title 13 U.S.C. §§ 8(b) and 9(a)

explicitly provide for nondisclosure of certain census data, and no discretion is provided to the
Census Bureau on whether or not to disclose such data...” (.Ss. Supreme Court, Baldrige v. Shapiro, 1982)

Title 13, Section 9 of the United State Code prohibits the Census Bureau from releasing
identifiable data “furnished by any particular establishment or individual.”

Census Bureau employees are sworn for life to safeguard respondents’ information.

Penalties for violating these protections can include fines of up to $250,000, and/or
iImprisonment for up to five years!
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Keeping the Public’s Trust

Safeguarding the public’s data is about more than just
complying with the law!

The quality and accuracy of our censuses and surveys
depend on our ability to keep the public’s trust.

In an era of declining trust in government, increasingly
common corporate data breaches, and declining
response rates to surveys, we must do everything we can
to keep our promise to protect the confidentiality of our
respondent’s data.
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Upholding our Promise: Today
and Tomorrow

.k‘.t‘ - - ]
| " o~

We cannot merely consider privacy threats that
exist today.

We must ensure that our disclosure avoidance
methods are also sufficient to protect against the
threats of tomorrow!

Shape United States®
your future Census

START HERE > 2020




The Privacy Challenge

Every time you release any statistic calculated from a
confidential data source you “leak” a small amount of
private information.

If you release too many statistics, too accurately, you
will eventually reveal the entire underlying confidential
data source.

Dinur, Irit and Kobbi Nissim (2003) “Revealing Information while Preserving Privacy”
PODS, June 9-12, 2003, San Diego, CA

7
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The Growing Privacy Threat

More Data and Faster Computers!

In today’s digital age, there has been a proliferation of databases that
could potentially be used to attempt to undermine the privacy
protections of our statistical data products.

Similarly, today’s computers are able to perform complex, large-scale
calculations with increasing ease.

These parallel trends represent new threats to our ability to safeguard
respondents’ data.
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The Census Bureau’s Privacy
Protections Over Time

Throughout its history, the Census Bureau has been at the forefront of the design and
iImplementation of statistical methods to safeguard respondent data.

Over the decades, as we have increased the number and detail of the data products we
release, so too have we improved the statistical techniques we use to protect those data.

Stopped Whole-table Data Formal
publishing

e suppression swapping Privacy

Shape United States®
your future Census
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Reconstruction

The recreation of individual-level data from tabular or
aggregate data.

If you release enough tables or statistics, eventually there will
be a unique solution for what the underlying individual-level
data were.

Computer algorithms can do this very easily.
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Reconstruction: An Example

Total

Female

Male
Black
White

Married

Shape United States®
your future Census
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Reconstruction: An Example

Median Mean . .
Count Age Sex Race  Relationship

Age Age

66 Female Black Married
84 Male Black Married
30 Male White Married
36 Female Black Married

Total 38
=IEUE
Male 44

Black
White 24 8 Female Black Single

Married 54 18 Male White Single

Black 24 Female White Single
36.7
Female

This table can be expressed by 164 equations.
Solving those equations takes 0.2 seconds on a el Consus
2013 MacBook Pro. ol 2020




Re-1dentification

Linking public data to external data
sources to re-identify specific individuals

within the data.

Race Relationship

Female Married

Jane Smith Female

Joe Public Male

Male Married

Male Married

John Citizen Male

External Data Confidential Data

Sha pe United States®

your future Census
START HERE > 2020




INn the News

Reconstruction and Re-identification are not just
theoretical possibilities...they are happening!

Massachusetts Governor’s Medical Records (Sweeney, 1997)
AOL Search Queries (Barbaro and Zeller, 2006)

Netflix Prize (Narayanan and Shmatikov, 2008)

Washington State Medical Records (Sweeney, 2015)

and many more...

Shape United States*
your future Census
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Reconstructing the 2010 Census

The 2010 Census collected information on the age, sex,
race, ethnicity, and relationship (to householder) status
for ~309 Million individuals. (1.9 Billion confidential
data points)

The 2010 Census data products released over 150 billion
statistics

We conducted an internal experiment to see if we could
reconstruct and re-identify the 2010 Census records.

Shape United States®
your future Census
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Reconstructing the 2010 Census:
What Did We Find?

1. On the 309 million reconstructed records, census 4. Name, block, sex, age, race, ethnicity were
block and voting age (18+) were correctly then compared to the confidential data, which
reconstructed for all records and for all 6,207,027 yielded confirmed re-identifications for 38% of
inhabited blocks. the putative re-identifications (52 million

Block, sex, age (in years), race (OMB 63 individuals).

categories), and ethnicity were reconstructed: 5. For the confirmed re-identifications, race and
1. Exactly for 46% of the population (142 million individuals) ethnicity are learned correctly though the
4

2. Within +/- one year for 71% of the population (219 million . .
individuals) attacker may still have uncertainty.

Block, sex, and age were then linked to
commercial data, which provided putative re-
identification of 45% of the population (138

million individuals).

Shape United States*
your future Census
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The Census Bureau’s Decision

Advances in computing power and the availability of
external data sources make database reconstruction
and re-identification increasingly likely.

The Census Bureau recognized that its traditional
disclosure avoidance methods are increasingly
insufficient to counter these risks.

To meet its continuing obligations to safeguard
respondent information, the Census Bureau has
committed to modernizing its approach to privacy
protections.

Shape United States*
your future Census

c020CENSUS. GOV START HERE > 2020




Differential Privacy

aka “Formal Privacy”
-guantifies the precise amount of privacy risk...
-for all calculations/tables/data products produced...
-no matter what external data is available...
-now, or at any point in the future!

Shape United States*
your future Census
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Precise amounts of noise

Differential privacy allows us to inject a precisely calibrated
amount of noise into the data to control the privacy risk of any
calculation or statistic.
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Privacy vs. Accuracy

The only way to absolutely eliminate all risk of re-
identification would be to never release any usable
data.

Differential privacy allows you to quantify a precise
level of “acceptable risk,” and to precisely calibrate
where on the privacy/accuracy spectrum the resulting
data will be.

Providing
accurate data

o

Safeguarding
individual privacy

Quality|Bnae
Qualitg |Vrkk
Qaality |Dnch
Qvality |Dnch
Quapyti |Tgta
Qucjity|Dfha
Qhulitn|Dzhe
Quevdto |Dzte
Zuhnvry |Dada
Denorbe |Data
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Establishing a Privacy-loss Budget

This measure is called the “Privacy-loss Budget” (PLB) or
“Epsilon.”

=0 (perfect privacy) would result in completely
useless data

E= (perfect accuracy) would result in releasing the
data in fully identifiable form

Epsilon

Shape United States*
your future Census
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Comparing Methods

Data Accuracy
Differential Privacy is not inherently better or worse than traditional disclosure
avoidance methods.
Both can have varying degrees of impact on data quality depending on the parameters
selected and the methods’ implementation.

Privacy
Differential Privacy is substantially better than traditional methods for protecting privacy,
Insofar as it actually allows for measurement of the privacy risk.
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Implications for the 2020
Decennial Census

The switch to Differential Privacy does not change the constitutional
mandate to apportion the House of Representatives according to the actual
enumeration.

As in 2000 and 2010, the Census Bureau will apply privacy protections to
the PL94-171 redistricting data.

The switch to Differential Privacy requires us to re-evaluate the quantity of
statistics and tabulations that we will release, because each additional
statistic uses up a fraction of the privacy-loss budget (epsilon).

Shape United States*
your future Census
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Demonstrating Privacy,
Assessing and Improving Accuracy

The DAS Team’s priorities over Fall 2019 were:

« To scale up the DAS to run on a (nearly) fully-specified national histogram

 To demonstrate that the DAS can effectively protect privacy at scale

« To permit the evaluation and optimization of the DAS for accuracy and “fithess for use”

These initiatives were largely successful, but much more work needs to be done over the
remainder of this year.

The engagement and efforts of our data users have been enormously helpful in helping to identify
and prioritize this remaining work.

Shape United States*
your future Census
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Committee on National Statistics
Workshop

December 11-12, 2019

Evaluation of the Demonstration Data Products (DDP): 2010 Census data run through a preliminary
version of the 2020 DAS

Data user assessments and findings on DAS implications for:

Redistricting and related legal use cases

Identification of rural and special populations
Geospatial analysis of social/demographic conditions
Delivery of government services

Business and private sector applications
Denominators for rates and baselines for assessments

Shape
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What We’ve Learned

The October vintage of the DAS falls short on ensuring “fitness for use” for several priority
use cases.

Particular areas of concern:
Population counts for political geographies
Population counts for American Indian and Alaska Native Tribes and Tribal Areas
Systemic biases (e.qg., urban vs. rural)
Housing statistics and vacancy rates

These issues are substantially driven by post-processing of the noisy statistics within the
DAS.

Shape United States*
your future Census
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What We’ve Learned

There are two sources of error in the TopDown Algorithm (TDA):
 Measurement error due to differential privacy noise (tunable through selection of g)

» Post-processing error due to process of creating internally consistent, non-negative
integer counts from the noisy measurements

Post-processing error tends to be much larger than DP error
Improving post-processing is not constrained by DP

Shape United States*
your future Census
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Causes of Post-Processing Error

Sparsity!

Earlier runs of the DAS (e.g., 2018 E2E Test) processed a smaller histogram, where most
cells were populated. (2,012 statistics = ~22 Billion cells at the block level)

The DDP included a much larger histogram. (400,000 statistics = ~4.4 Trillion cells at the
block level)

The more statistics you calculate, the greater the likelihood of a pull from the tail of the
noise distribution.

Within the constrained population totals of higher geographic levels of TDA, the
algorithm had difficulty prioritizing legitimate positive values against all the “noisy”
Zeros.

Shape United States®
your future Census
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Recent Initiatives

Improving population totals for legal and political entities (including
AIAN geograhpies)

Adopting a multi-phase approach to post-processing
o Addresses the sparsity issue
« Allows for better prioritization of use cases

Shape United States*
your future Census
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Making population counts more accurate.

A set of accuracy metrics have been developed based on use cases and stakeholder
feedback. The metrics will allow the public to see the improvements that are made to the
Disclosure Avoidance System.

The selected metrics:

 Reflect input from external data users;

 Show differences between major DAS runs and publicly available 2010 tabulations

 Provide accuracy, bias, and outlier information for basic demographic tabulations

 Provide accuracy, bias, and outlier information for categories of use cases

These metrics will inform data users of accuracy improvements we are able to make while
also informing their ongoing engagement throughout the remaining work.

Send feedback to 2020DAS@census.goVv

Shape United States®
your future Census
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Privacy-Protected Microdata Files

To further assist with data users’ evaluations, we are also releasing “Privacy-Protected Microdata

Files” (PPMFs), which are the underlying microdata files for the entire nation used to generate the
Detailed Summary Metrics.

While these PPMFs are untabulated microdata records, members of the Committee on National
Statistics’ expert group have tabulated and posted data tables to support data users’ evaluations.

https://www.census.qov/programs-surveys/decennial-census/2020-census/planning-
management/2020-census-data-products/2020-das-metrics.html

Shape United States*
your future Census
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https://sites.nationalacademies.org/DBASSE/CNSTAT/DBASSE_196518
https://nhgis.org/privacy-protected-demonstration-data#v20200527
https://www.census.gov/programs-surveys/decennial-census/2020-census/planning-management/2020-census-data-products/2020-das-metrics.html

Upcoming Milestones

September 2020

« DSEP will set final list of invariants for the 2020 Census (beyond apportionment totals, which are
already invariant)

The Census Bureau has already announced that state population counts and block-level unit
counts (Group Quarters and Housing Units) will be reported as enumerated.

March 2021

« DSEP will set the final privacy-loss budget for the 2020 Census and its allocation across 2020
Census data products.

« This decision will be informed by extensive assessment of data accuracy for priority use cases
of decennial data, feedback from our stakeholders, and our legal obligations under Title 13.

June-July 2021
» PL94-171 Redistricting Data files will be released.

« Additional data products, including the Demographic and Housing Characteristics files and

Demographic Profiles will follow later in 2021.
Shape CUll.itedStaten_;:-f
your future ensus
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Additional Resources

Disclosure Avoidance and the 2020 Census Website
https://www.census.gov/about/policies/privacy/statistical safequards/disclosure-avoidance-2020-census.htmi

Questions? Suggestions?
Email them to 2020DAS@census.gov

Michael Hawes

Senior Advisor for Data Access and Privacy
Research and Methodology Directorate
U.S. Census Bureau

301-763-1960 (Office)
michael.b.hawes@census.gov
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Census 2020 Products Plan

Kathy Pettit
Columbus Regional Information & Data Group

July 22, 2020



Legally Mandated Products

= Apportionment — scheduled April 30, 2021
= Geography: States
= Topics: total population to determine congressional representation

= Redistricting File (P.L. 94-171) — scheduled for July 31, 2021

= Geography: Census block level

= Topics: Voting age, detailed race/Hispanic origin and combinations, occupancy status,
group quarters

= File specification published

cURBAN - -INSTITUTE -


https://www2.census.gov/programs-surveys/decennial/rdo/technical-documentation/2020Census/2018Prototype_PL94_171_TechDoc_v2.pdf?

Other Group 1 Products
Supported by Current Disclosure Avoidance System

= Demographic Profile
= Geography: Place/Minor Civil Division
= Demographic and Housing and Characteristics File (DHC)

= Geography: 1) Standard geographies (some block-level, some higher-level) and 2) new
Congressional Districts

= Some tables by major OMB race/ethnicity groups

= Topics: age, sex, race/ethnicity, household and family type, relationship to householder,
group quarters, housing occupancy and tenure

= Proposed structure published: Includes crosswalk to SF1 2010 & lowest geography

cURBAN - -INSTITUTE -


https://www2.census.gov/programs-surveys/decennial/2020/program-management/data-product-planning/2010-demonstration-data-products/2020-census-data-products-planning-crosswalk.xlsx

Comments: Demographic & Housing Characteristics
File
= Some tables from 2010 excluded
= No tables with “related” children
= No sex by age by race
= Some only have tract or county as lowest level

= Examples:
= Tenure by presence of children (tract)

= Household type by age or race of householder (county)

= Most tables that combine household & person characteristics in later products

cURBAN - -INSTITUTE -



Group 2 Products - requires different algorithm

Former Summary File 1 Tables that include
= Detailed Race and Hispanic Origin

= Family/Household by Person Characteristics Tables

Former Summary File 2

American Indian and Alaska Native Summary File

= Tribal consultations underway

Public Use Microdata Sample (PUMS) File

cURBAN - -INSTITUTE -



Multitude of Use Cases

= Governments: City, county, state government agencies, school districts, regional
planning agencies

= Age-focused: early childhood, school age, aging population
= Sector: health, housing, community development, transportation
* Researchers and academics: demographers, sociologists, etc.

= Private sector: vendors, retail associations

cURBAN - -INSTITUTE -



Practical Implications

= Plan to evaluate tables for “fithess for use”
= Needs assessments
* Funding distribution
= Planning (schools, transportation, etc.)

= Need to develop new ways of communicating accuracy to lay audiences

= Supplement with other local, national data

cURBAN - -INSTITUTE -



Explore for Yourself

= What is the level of geography/quality needed for your use cases?

= Review the DP/DHC Table Structure

= Analyze the Privacy-Protected Microdata File (PPMF)

= Email 2020DAS@census.gov.

*= Review DAS Code Release on GitHub (for experts)

cURBAN - -INSTITUTE -


https://www.census.gov/programs-surveys/decennial-census/2020-census/planning-management/2020-census-data-products/2010-demonstration-data-products.html
https://www.nhgis.org/privacy-protected-demonstration-data
mailto:2020DAS@census.gov
https://github.com/uscensusbureau/census2020-das-e2e

Call to Action: Spread the Word and Stay Up to Date

= Check out the Website for Census Products

= Sign up for newsletters and upcoming virtual sessions

= Census Data Products

= Association of Public Data Users

= IPUMS

= Council on Professional Associations on Federal Statistics

cURBAN - -INSTITUTE -


https://www.census.gov/programs-surveys/decennial-census/2020-census/planning-management/2020-census-data-products.html
https://public.govdelivery.com/accounts/USCENSUS/signup/15409
https://www.apdu.org/
https://copafs.us18.list-manage.com/subscribe?u=bfc893fa125b0bbf526c44337&id=540eddbdcb
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