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111 Liberty Street, Suite 100 T. 614. 228.2663
Columbus, Ohio 43215 TTY. 1.800.750.0750
morpc.org info@morpc.org

NOTICE OF A MEETING
LOCAL GOVERNMENT RESOURCES WORKING GROUP

MID-OHIO REGIONAL PLANNING COMMISSION
OLENTANGY CONFERENCE ROOM

March 22, 2022, 3:00 pm
AGENDA
1. Welcome / Introductions — Christina Drummond, Chair
2. Staff Report — Jennifer Noll, MORPC

3. For Discussion: Resources Brainstorming
e Member Domain Selections
¢ Available Resources by Domain
¢ Next Steps

4. Other Business
5. Adjourn
Please notify Lynn Kaufman at 614-233-4189 or LKaufman@morpc.org to confirm

your attendance for this meeting or if you require special assistance.

The Date and Time of the Next Meeting of the
Local Government Resources Working Group
is 3:00 PM Tuesday, April 26" at MORPC.

William Murdock, AICP Karen J. Angelou Erik J. Janas Chris Amorose Groomes
Executive Director Chair Vice Chair Secretary



Mid-Ohio Regional Planning Commission
Remote Meeting

Local Government Resources Working Group Meeting

March 22, 2022

Members Present Staff Present
Chair Christina Drummond, Educopia Lynn Kaufman
Tom Kneeland Jennifer Noll

Doug McCollough, City of Dublin

Christian Selch, City of Columbus

Drew Williams, City of Columbus

Andrew Wilson, City of Hilliard
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Demographics: L‘ E MORPC
What type of agency do you represent?
o (n=49)
40% 36.7%
30% 26.5%
20% 18.4%
10% 10.2% 8.2%
City County Township Other Village

R



Demographics: @ MORPC

What is the population of the jurisdiction or service area
you represent?

(n=49)
70%
59.2%
60%
50%
40%
30%
20.4%
20%
. 12.2%

- - -

More than 40,000 residents 25,001 to 40,000 residents 5,001 to 25,000 residents Under 5,000 residents

R



Demographics:

@ MORPC

Which of the following best describes your role?

30% 28.6%

20%

10%

0%

(n=49)

26.5% 26.5%

12.2%

6.1%

Highest elected official (e.g., = Technology administrator (e.g., ClIO, Executive (e.g., executive director, Other staff role Legal administrator (e.g., law

commissioner, mayor, trustee)

CTO, IT director) county/township administrator, city director, city attorney, county
manager) prosecutor)




Of the eight categories of data stewardship included in this
survey, please rank the three highest priority categories for
your organization.

Mean Score of Domain Rankings:
(Highest Priority - 3, Second Highest - 2, Third Highest — 1, and All others — 0)

Cybersecurity [ I NEREEEEEEE 2.
Public Records Access |GGG 2
Data Inventory and Documentation || NN 1 .0
Personnel Policies Regarding Data | 0.6

Data Privacy | I 0.4
Data Provisioning | 0.3

Data Ethics [JJjj 0.2
Data Sourcing [l 0.1

0.00 1.00 2.00 3.00

m Overall
(n=31)



Of the eight categories of data stewardship included in this
survey, please rank the three highest priority categories for
your organization.

Mean Domain Score of Rankings by Geographic Scope:

3
(Highest Priority - 3, Second Highest - 2, Third Highest — 1, and All others — 0)
2
: ‘ 4 . o I B
Cybersecurity  Public Records  Data Inventory Personnel Data Privacy Data Provisioning  Data Ethics Data Sourcing
Access and Policies

Documentation Regarding Data

m City m County mOther mTownship mVillage
(n=12) (n=7) (n=4) (n=5) (n=3)



Cybersecurity (m = 3.4)

For the following topics related to data cybersecurity policies, please indicate how high a
priority each is for your organization. Development, implementation, or updating of . . .

cybersecurity plans and controls that directly address the protection of data resources and

systems 80.6%
(n=31,m=3.8)
a data and system risk assessment, including data & system sensitivity, criticality and risk
assessment, and compensating controls 53.3% 40.0%
(n=30, m=3.5)
a policy for cyberliability insurance that specifies the coverage that will be carried, such as
system breach response, claim defense, affected persons notification, ransom, and recovery 62.5% 28.1%
(n=32,m=3.5)
remote access policies addressing employ_ee and v_endor access to data resources and systems 65.6% 18.8%
(n=32,m=3.5)
compliance management policies covering HIPAA, PlI, PCI, CJIS, FTI, 1347, and other
sensitive/secure data types 56.7% 23.3%
(n=30,m=3.3)
incident response policies covering pre-event documentation, communications, responsibilities,
notice, actions, and custody for the occurrence of a cybersecurity event 59.4% 18.8% 12.5%
(n=32,m=3.3)
external party (vendor/cloud services/data sharing/smart device) cybersecurity policies covering
procurement, terms & conditions, security assessments, access, and configurations 50.0% 21.9% 12.5%
(n=32,m=3.1)
0% 20% 40% 60% 80%

m High (within 12 months)  ®Medium (12-24 months) m Low (24-36 months)  mNot a priority

19.4%

12.5%

13.3%

15.6%

6.7%

3.1%6.3%

3.19

6.7%

9.4%

100%
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Public Records Access (m = 3.2)

For the following topics related to public records access policies, please indicate how high a
priority each is for your organization. Development, implementation, or updating of . . .

a standard process for documenting requests, the decision-making process
(granting/denying/redacting), and what was provided in response to the request 27.0% 8.1% 5.4
(n=37,m=3.4)

consistent ways to respond to public records requests 8.3%5.6°
(n =36, m = 3.5) N

a standardized method to track the resources required to provision public records, the
most highly requested data, and opportunities to refine internal processes 13.5% 16.2%
(n=37,m=3.0)

easy and apparent ways for members of the public to request data through channels
such as a website 48.6% 18.9% 21.6% 10.8%
(n=37,m=3.1)

a government transparency effort that enables citizens to know what public records
they can access and how 18.9% 18.9% 13.5%
(n=37,m=3.0)

0% 20% 40% 60% 80% 100%
m High (within 12 months)  ®Medium (12-24 months) m Low (24-36 months)  mNot a priority



Data Inventory and Documentation (m = 2.6)

For the following topics related to data inventory and documentation policies, please indicate
how high a priority each is for your organization. Development, implementation, or updating

of ...

a data management plan (or set of policies) that details a consistent approach about
how your agency collects, maintains, makes available, and destroys data 34.9% 39.5% 18.6% 7.0%
(n=43,m=3.0)

a data inventory that documents what data is created or maintained by your agency

(=41, m=2.9) 34.1% 31.7% 24.4% 9.8%

standardized methods to describe and document data, such as metadata standards,
data dictionary, etc. 17.9% 41.0% 20.5% 20.5%
(n=39, m=2.6)
a personally identifiable information (PIl) data inventory to understand what PII records
exist, where they are stored, and who has access to them 26.8% 31.7% 19.5% 22.0%
(n=41,m=2.6)
a defined process for maintaining the data management plan, data inventory, and
related documents 25.6% 32.6% 27.9% 14.0%
(n=43, m=2.7)

a consistent process to determine and manage data quality and completeness

(n =42, m = 2.5) 16.7% 35.7% 31.0% 16.7%
data modeling and automation Eo more iully inventory and document data 19.5% 29.3% 24 4% 26.8%
(n=41,m=24)
a role that is chiefly responsible for data management (could be part of an existing
position, a new position, or contracted) 19.5% 24.4% 29.3% 26.8%
(n=41,m=24)
0% 20% 40% 60% 80% 100%

m High (within 12 months)  ®Medium (12-24 months) B Low (24-36 months)  mNot a priority



Personnel Policies Regarding Data (m = 3.0)

For the following topics related to personnel data policies, please indicate how high a priority
each is for your organization. Development, implementation, or updating of . . .

policies and practices to protect/preserve data resources and terminate access for

employees leaving service 58.8% 26.5% 11.8% 2.99
(n=34, m=34)

an acceptable and secure use policy defining the responsibilities of each employee and
limits on personal access and use of the organization’s technology and data resources 38.2% 41.2% 8.8% 11.8%
(n=34, m=3.1)

guidance about data policies and practices provided to new employees during
orientation, employees in new roles, and to all employees when the policies and
practices change
(n=34,m=3.1)

44.1% 29.4% 20.6% 5.9%

standard practices for investigations and e-discovery for allegations of employee
misconduct
(n=33,m=2.9)

telework policies addressing the(naczzcggs;nuiez, g;\d restrictions of data resources 42 49 18.2% 30.3% 91%

bring-your-own-device (BYOD) policies addressing the access, use, and restrictions of

data resources 21.2% 30.3% 24.2% 24.2%
(n=33,m=2.5)

0% 20% 40% 60% 80% 100%
m High (within 12 months)  ®Medium (12-24 months) m Low (24-36 months)  mNot a priority



Data Ethics (m = 2.6)

For the following topics related to data ethics policies, please indicate how high a priority
each is for your organization. Development, implementation, or updating of . . .

standard practices to review and assess the bias, civil rights, inclusion, equity, and
accessibility impacts of data systems and services 19.4% 19.4%
(n=32,m=27)

policies for third-party contractor data ethics practices and obligations
(n=32,m=2.7)

documented ethical policies to guide data collection, management, and provision
(n=32,m=2.8)

a community advisory body with purview over ethical issues related to data
(n=32,m=2.3)

a “civic user” group to generate constituent feedback
(n=32,m=2.2)

0% 20% 40% 60% 80% 100%
m High (within 12 months)  ®Medium (12-24 months) m Low (24-36 months)  mNot a priority



Data Privacy (m = 2.4)

For the following topics related to personnel data policies, please indicate how high a priority each is for
your organization. Development, implementation, or updating of . . .

documentation identifying and aligning relevant legal authorities governing
programmatic collection, use, retention, and sharing of PlII
(n=26,m=2.8)

privacy risk management or privacy impact assessment processes for efforts involving
PIl records
(n=28, m=27)

organization-wide data privacy policies, covering privacy controls to manage PII
(n=27,m=2.7)

policies and terms that address data privacy controls with third-party vendors
(n =26, m=2.8)

standard practices directing organizational response to a privacy incident, including
pre- and post-incident roles and responsibilities
(n=25m=2.6)

a policy directing ways that data gathered through surveillance and monitoring of the
public is to be used and managed
(n=25,m=2.6)

34.6% 34.6%
28.6% 39.3%
29.6% 37.0%

26.9% 38.5%
20.0% 44.0%

3.8% 26.9%
71% 25.0%
3.7% 29.6%
19.2% 15.4%
16.0% 20.0%

12.0%

28.0%

0%

20% 40%

m High (within 12 months)  ®Medium (12-24 months) m Low (24-36 months)

60%
m Not a priority

80%

100%
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ata Privacy (m = 2.4) Continued

For the following topics related to personnel data policies, please indicate how high a priority each is for

your organization. Development, implementation, or updating of . . .

a policy directing ways that data gathered through surveillance and monitoring of
agency personnel is to be used and managed
(n=25m=24)

record-level audit-trails for Pll to document historic record access and edits
(n=24,m=24)

a notice and consent policy to inform constituents of data collection, retention, use, and
sharing, including potential for third-party uses 8.0% 44.0% 12.0% 36.0%
(n=25m=22)

a policy for allowing constituents to access or view, correct, and delete information
pertaining to their own PIl records 8.7% 39.1% 8.7% 43.5%
(n=23,m=2.1)

20.8% 33.3% 8.3% 37.5%

standard practices to raise public awareness and invite feedback on your organization’s
privacy policies, protections, and practices 12.5% 33.3% 8.3% 45.8%
(n=24, m=2.1)

arole that is chiefly responsible for data privacy (could be part of an existing position, a
new position, or contracted) 11.5% 26.9% 23.1%
(n=26,m=2.1)

a community advisory body with purview over data privacy

(n =22, m = 2.0) 2T

0% 20% 40% 60% 80% 100%
m High (within 12 months)  ®Medium (12-24 months) B Low (24-36 months)  mNot a priority



Data Provisioning (m = 2.4)

For the following topics related to personnel data policies, please indicate how high a priority
each is for your organization. Development, implementation, or updating of . . .

a standard process for responding to investigations and e-discovery pursuant to
warrants, subpoenas, court orders, etc. 14.7%
(n=34,m=27)

a data provisioning policy providing consistent guidance about what data will be shared,
and including details like the methods of sharing, openness of the data, restrictions for
sensitive data, etc.

(n=35 m=2.5)

standard terms and conditions for provisioning data to third-parties, including
responsibilities, acceptable uses, restrictions, reliability, acceptance and performance
criteria, and breach and emergency response
(n =36, m=2.6)

22.2% 16.7%

guidance about the different kinds of data users/audiences and what data they will have
access to
(n=36,m=2.5)

0% 20% 40% 60% 80% 100%
m High (within 12 months) ® Medium (12-24 months) m Low (24-36 months) m Not a priority



Data Provisioning (m = 2.4) Continued

For the following topics related to personnel data policies, please indicate how high a priority
each is for your organization. Development, implementation, or updating of . . .

an open data policy identifying what types of data will be open, and defining standards
such as acceptable formats, machine readability, update frequency, etc.
(n=36,m=24)

documentation about the data being provisioned, including metadata, formatting and
structure, guidance on proper usage, and restrictions
(n=36,m=2.3)

an evaluation and process improvement policy to make data more discoverable and
accessible to external audiences, including review for compliance with accessibility
requirements.
(n=36,m=2.2)

policies guiding the licensing of your data resources to external audiences, including
cost recovery and monetization
(n=36,m=2.2)

m High (within 12 months)

m Medium (12-24 months)

13.9%

16.7% 22.2%

20% 40% 60% 80% 100%

mLow (24-36 months)  mNot a priority



Data Sourcing (m = 2.0)

For the following topics related to personnel data policies, please indicate how high a priority
each is for your organization. Development, implementation, or updating of . . .

standard terms and conditions for sourcing data from third-parties, including
responsibilities, acceptable uses, restrictions, reliability, acceptance and performance
criteria, breach and emergency response
(n=27,m=2.2)

a policy addressing the relationship between data from an external source and the
public record, including data protections, ownership, access, privacy, and handling
(n=26,m=2.0)

an assessment process for data sourcing, covering ownership,
currency, use, quality, fitness for purpose, representation (potential biases), and
completeness
(n=26,m=2.1)

71%

policies for acquiring and using data from outside of Ohio or the United States, where
different regulatory statutes may apply
(n=28,m=1.8)

0%
m High (within 12 months)  ®Medium (12-24 months)

28.6%

20%
m Low (24-36 months)

40%

60%

m Not a priority

80%

100%
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